Security of Case Records
COA Risk Prevention & Management Standards

RPM 6: SECURITY OF INFORMATION*

Electronic and printed information is protected against intentional and unintentional destruction
or modification and unauthorized disclosure or use.

Related Standards: CR 2, HR 7, RPM 2.01, RPM 7, RPM 8.01, TS 2.03
Interpretation: The standards in this section address security of all types of records, including case records,
administrative, financial, health, and personnel records, unless otherwise noted.

RPM 6.01
The organization protects confidential and other sensitive information from theft, unauthorized use, damage,
or destruction by:

a. limiting access to authorized personnel on a need-to-know basis;
b. backing up electronic data, with copies maintained off premises;

c. using firewalls, anti-virus and related software, and other appropriate safeguards; and
d. maintaining paper records in a secure location.

Interpretation:

The organization needs to consider both safety and security when deciding where and how to store its
records. Other important considerations include information taken off-site by staff and online access to the
organization's computer system. The organization should develop a system that best fits its needs and
circumstances. Secure storage of paper records may include: locked file cabinets; a locked file room with
limited access or a gatekeeper system whereby one person or a few people can unlock the file storage area
or access the files themselves; or a system using a keypad or keys where only authorized individuals are
given the keypad code or copies of the keys. Organizations may also consider using fireproof cabinets;
metal file cabinets; a sprinkler system; or not storing records in basements in areas that are prone to
flooding. Note: Please see Checklist: Facility Observation in the Tools Index for additional assistance with
this standard.

RPM 6.02
Case records are maintained and disposed of in a manner that protects privacy and confidentiality, and the
organization:

a. maintains case records for at least seven years after case closing unless otherwise mandated by
law; and
b. properly disposes of records in the event of the organization’s dissolution.

Interpretation: Adoption records or a summary of all salient information included therein are maintained
permanently, and records of children or youth are maintained until the age of majority or a few years beyond,
depending on advice of counsel.

RPM 6.03
Confidential information, when electronically transmitted, is protected by safeguards in compliance with
applicable legal requirements.

Interpretation: Staff that delivers services using electronic media, including telephone and computer, discuss
associated risks with service recipients.

RPM 6.04
The organization posts a privacy policy on all publicly accessible websites.



RPM 6.05
The organization has policies and procedures that address the risks, benefits, and ongoing processes
required to manage web-based technologies and electronic communications.

Interpretation: “Web-based technologies and electronic communications” include, but are not limited to: the
organization’s own website, email, external websites, blogs, social media and networking sites, discussion
forums, and photo and video sharing sites where the organization’s staff may interact with each other or with
service recipients. Risks associated with the use of web-based technologies and electronic communications
may include:

a. unauthorized or prohibited contact between staff and service recipients;
a. unauthorized or inappropriate use of organization logos or trademarks;

b. personal comments or opinions that can be misconstrued as representing the views of the
organization, or that present the organization in a negative light;

c. inadvertent or deliberate disclosure of confidential or proprietary business information; and
d. inadvertent or deliberate disclosure of confidential or protected information about service recipients.

RPM 7: CASE RECORDS*

Case records contain sufficient, accurate information to:

a. identify the consumer;
b. support decisions about interventions or services; and
c. document the delivery of services.

Interpretation:

In addition to supporting the delivery of services, case records are an important risk management tool. Well-
maintained records can help shield the organization from allegations of misconduct and negligence, while
poorly-maintained records and improper documentation are a known liability. Independent contractors that
provide direct services to organization clients, maintain records for those clients in accord with RPM 7.

Note: Please see Checklist: Case Records in the Tools Index for additional assistance with this standard.

NA: The organization provides only Community Change Initiatives (CCl), Early Childhood Education (ECE),
Out-of-School Time (OST), Social Advocacy (SOC), and/or Youth Development (YD) Services

NA: The organization provides only non-clinical group, crisis intervention, and/or information and referral
services.

RPM 7.01
The organization maintains a case record for each person or family.

RPM 7.02
Case records comply with all legal requirements and contain information necessary to provide services,
including:

demographic and contact information;

the reason for requesting or being referred for services;
up-to-date assessments;

the service plan, including mutually developed goals and objectives;
copies of all signed consent forms;

a description of services provided directly or by referral;

routine documentation of ongoing services;

documentation of routine supervisory review;

discharge, exit or aftercare plan;

recommendations for ongoing and/or future service needs and

a. assignment of aftercare or follow-up responsibility, if needed; and
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k. aclosing summary entered within 30 days of termination of service.

Related PQI 4.03, TS 3.03

Interpretation: RPM 7.02 describes the basic elements to be included in individual case records. COA
recognizes that in some cases not all listed information is obtainable for a person or family. In these cases,
an explanation should be placed in the case record. The listed information may not be routinely available due
to the nature of the service, e.g., a low demand shelter or drop-in center.

RPM 7.03
The case record contains essential legal and medical information, including, as applicable:

a. psychological, medical, toxicological, diagnostic, or other evaluations;

b. copies of all written orders for medications or special treatment procedures; and

c. court reports, documents of guardianship or legal custody, birth or marriage certificates, and any
legal directives related to the service being provided.

Related PQI 4.03

Not Applicable -The organization or program does not obtain legal or medical information.

RPM 7.04
Case record entries are made by authorized personnel only, and are:

a. specific, factual, relevant, and legible;

b. kept up to date from intake through case closing;

c. completed, signed, and dated by the person who provided the service; and
d. signed and dated by supervisors, where appropriate.

Related PQI 4.03
Interpretation: Case records and signatures can be paper, electronic, or a combination of paper and electronic.

RPM 7.05
Progress notes comply with legal requirements (licensing) and are entered:

a. atleast quarterly; or

b. monthly, or

c. more frequently as required by law or regulation for individuals receiving protective services, out-of-
home care, day treatment, or frequent or intensive counseling or treatment.

Related PQI 4.03, RPM 2.01

RPM 7.06
Service recipients may add a statement to their case records, and:

a. anyresponse to it by personnel is added with the service recipient’s knowledge; and
b. the service recipient is given the opportunity to review and comment on such additions.

RPM 7.07
At case closing, case records are reviewed and unsummarized notes, personal observations, and
impressions are expunged.

Related PQI 4.03

RPM 8: ACCESS TO CASE RECORDS

Service recipients or designated legal representatives can access their case records, consistent
with legal requirements.

Interpretation: Organizations are expected to have policies and procedures that address access to case
records by service recipients.



RPM 8.01

Access to confidential case records meets legal requirements, and is limited to:
a. the service recipient or, as appropriate, a parent or legal guardian;

personnel authorized to access specific information on a

“need-to-know” basis;

others who are permitted access;

former service recipients;

requests for records of deceased service recipients; and

auditors, contractors, and licensing or accrediting personnel consistent with the organization’s
confidentiality policy.
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Interpretation: Case records should not be left in public areas such as on carts in hallways, on desks, or in non-
secured areas. When not being used by authorized staff, files should be returned to a secure area.

RPM 8.02
Reviews of case records by service recipients are:

a. conducted in the presence of professional personnel on the organization’s premises; and
b. carried out in a manner that protects the confidentiality of family members and others whose
information may be contained in the record.

RPM 8.03

If the organization determines that it would be harmful for a service
recipient to review his/her case record, and applicable law provides no
guidance on case record access, then:

a. senior management reviews, approves in writing, and enters into the case record the reasons for
refusal; and
b. procedures permit a qualified professional to review records on behalf of service recipients,
provided the professional signs a statement that information determined to be harmful will be
withheld.

Interpretation: An individual's right to review his or her care or treatment may be denied, or otherwise
limited, only in the most extreme circumstances where serious harm is likely to ensue. In such cases,
objective criteria must guide decisions to deny access. In all cases, the organization must operate in accord
with applicable law.



